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PREAMBLE 
Purpose
The purpose of this document is to formalize SADC’s adoption and implementation of the WHO Guideline on Data Integrity, with the objective of ensuring compliance with regulatory requirements across activities such as clinical research, manufacturing, and quality control, thereby safeguarding patient safety. The guideline applies to electronic, paper-based, and hybrid data management systems. 

Adoption Statement 
SADC formally adopts Annex 4: WHO Guideline on data integrity, WHO Technical Report Series, No. 1033, 2021. The adoption is effective [dd Month yyyy]. These requirements apply to SADC Medicines Regulatory Harmonization (Zazibona joint assessments). They also apply to SADC NRAs unless specified otherwise by an individual NRA (published).
The source guideline is accessible at:
https://www.who.int/publications/m/item/annex-4-trs-1033 

Rationale for Adoption
To ensure that the SADC standards are aligned with international standards or state-of-the-art scientific practices. Adopting international standards such as WHO or ICH reduces duplication of studies, promotes information exchange among the regulators, including reliance, more efficient assessment, aligns the region with global standards, and ultimately increases the availability of medicines to the public. The intended benefits of adopting Annex 4, WHO TRS 1033, are in line with the SADC and AU agenda on regional integration and cooperation.

Scope
This document provides harmonized guidance to strengthen data integrity in GxP-regulated activities to support the quality, safety, and efficacy of medical products. It applies to electronic, paper, and hybrid systems across clinical research, manufacturing, and quality control, and extends to both contract givers and contract acceptors, with ultimate responsibility resting on the contract giver. 

Validity
This document is effective from the date of adoption and shall be reviewed as required, but not later than five (5) years from the effective date. In case of revision or updates to the source guideline, the latest version automatically applies, unless a specific transition period is specified by SADC.

ANNOTATIONS/NOTES
Hybrid Paper–Electronic Systems
SADC recognizes that many manufacturers and NRAs in the region continue to operate hybrid paper–electronic systems. NRAs should apply data integrity principles described in the Annex 4,
WHO TRS 1033 proportionately, ensuring that controls for hybrid systems, including paper records, scanned documents, and electronic transcriptions, are explicitly defined and documented. Transitioning to fully validated electronic systems is encouraged to enhance data reliability and efficiency, but is not a prerequisite for compliance.

Cloud-Based and Cross-Border Data Management
Where cloud-based data storage or processing is used, regulated entities shall implement controls to ensure data residency, access management, encryption, and supplier qualification are appropriate for GxP activities. Entities should comply with applicable national laws in the Member State(s) where they operate and adopt internationally recognized standards for data protection and cybersecurity. Cross-border storage or processing of GxP data must not compromise the integrity, retrievability, or timely availability of records for regulatory review or inspection at any time.

Use of Artificial Intelligence and Machine Learning
Where artificial intelligence (AI) or machine learning systems are deployed within GxP processes, such as batch-record review, trend detection, laboratory data processing, statistical outlier management, or predictive maintenance, SADC requires that such systems be validated for their intended use, transparent in their decision logic where feasible, and subject to data integrity controls equivalent to conventional computerized systems. These systems should be periodically reviewed for model performance, including monitoring for drift, bias, or unintended impacts on GxP decision-making.

Detection of Intentional Data Manipulation
Given the public health risks associated with substandard and falsified products in the region, SADC emphasizes the application of data integrity principles to the detection of intentional data manipulation. Special attention should be directed toward chromatographic integration practices, audit trail review, manual entries and system overrides, second-person verification of critical quality control steps, and verification of authenticity for certificates of analysis (CoAs).

Authenticity and Protection of Electronic Records
Electronic records used to support GMP, GCP, or GDP decision-making must be safeguarded by controls that ensure authenticity, integrity, and traceability. Appropriate measures include time- stamped audit trails, cryptographic or electronic signatures, validated access-control systems, and secure retention of records for the required duration.

Remote and Hybrid Inspections
SADC acknowledges that remote and hybrid inspections may complement traditional on-site inspections. Regulated entities must ensure that electronic records are readily retrievable in formats suitable for inspection and that remote access arrangements do not violate data- protection, confidentiality, or cybersecurity requirements.

Qualification of Digital and Outsourced Service Providers
Outsourced digital and technical services, including laboratory information management systems (LIMS), enterprise resource planning (ERP) platforms, cloud service providers, equipment software vendors, contract laboratories, and API manufacturers, must form part of an entity’s supplier qualification program. Such providers should demonstrate adequate data integrity, cybersecurity, and system validation controls consistent with GxP expectations.

Disclaimer: 
All guidelines adopted/adapted by SADC from international organizations such as WHO, the International Council for Harmonisation of Technical Requirements for Pharmaceuticals for Human Use (ICH) must be read in conjunction with the current, applicable SADC guidelines. 
SADC-Medicines Regulatory Harmonization (Zazibona)/SADC NRAs reserves the right to request additional information in keeping with the knowledge current at the time of evaluation.  It is not intended as an exclusive approach; alternative approaches may be used, provided they are scientifically and technically justified.  
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